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void dequeue() { 

while (true) { 

head = Head; 

next = head-> next; 

// ... 

if (CAS(Head, head, next)) { 

return; 

}}}

Non-blocking Queue (Michael&Scott)

Head
a

b

c
// leak head?



void dequeue() { 

while (true) { 

head = Head; 

next = head-> next; 

// ... 

if (CAS(Head, head, next)) { 

return; 

}}}

Non-blocking Queue (Michael&Scott)

Head
a

b

c
// leak head?

1 2 3



void dequeue() { 

while (true) { 

head = Head; 

next = head-> next; 

// ... 

if (CAS(Head, head, next)) { 

return; 

}}}

Non-blocking Queue (Michael&Scott)

Head

head2

head1

a

b

chead3
// leak head?

1 2 3



void dequeue() { 

while (true) { 

head = Head; 

next = head-> next; 

// ... 

if (CAS(Head, head, next)) { 

return; 

}}}

Non-blocking Queue (Michael&Scott)

Head

head2

head1

a

b

chead3
// leak head?

1 2 3



void dequeue() { 

while (true) { 

head = Head; 

next = head-> next; 

// ... 

if (CAS(Head, head, next)) { 

return; 

}}}

Non-blocking Queue (Michael&Scott)

Head

head2

head1
next1

a

b

c

next2
head3

// leak head?

1 2

3



void dequeue() { 

while (true) { 

head = Head; 

next = head-> next; 

// ... 

if (CAS(Head, head, next)) { 

return; 

}}}

Non-blocking Queue (Michael&Scott)

Head

head2

head1
next1

a

b

c

next2
head3

// leak head?1
2

3



void dequeue() { 

while (true) { 

head = Head; 

next = head-> next; 

// ... 

if (CAS(Head, head, next)) { 

return; 

}}}

Non-blocking Queue (Michael&Scott)

Head

head2

head1
next1

a

b

c

next2
head3

// leak head?1
2

3



void dequeue() { 

while (true) { 

head = Head; 

next = head-> next; 

// ... 

if (CAS(Head, head, next)) { 

return; 

}}}

Non-blocking Queue (Michael&Scott)

Head

head2

head1
next1

a

b

c

next2
head3

// leak head?1 2

3



void dequeue() { 

while (true) { 

head = Head; 

next = head-> next; 

// ... 

if (CAS(Head, head, next)) { 

return; 

}}}

Non-blocking Queue (Michael&Scott)

Head

head2

head1
next1

a

b

c

next2
head3

1 2

3

delete head;



void dequeue() { 

while (true) { 

head = Head; 

next = head-> next; 

// ... 

if (CAS(Head, head, next)) { 

return; 

}}}

Non-blocking Queue (Michael&Scott)

Head

head2

head1
next1

a

b

c

next2
head31 2

3

delete head;



void dequeue() { 

while (true) { 

head = Head; 

next = head-> next; 

// ... 

if (CAS(Head, head, next)) { 

return; 

}}}

Non-blocking Queue (Michael&Scott)

Head

head2

head1
next1

a

b

c

next2
head31 2

3

delete head;



void dequeue() { 

while (true) { 

head = Head; 

next = head-> next; 

// ... 

if (CAS(Head, head, next)) { 

return; 

}}}

Non-blocking Queue (Michael&Scott)

Head

head2

head1
next1

a

b

c

next2
head31 2

3

delete head;

Observation 
• unsynchronized traversal 
• undetected dangling readers 
• undetected deletion 

⟹ naive deletion unsafe



void dequeue() { 
while (true) { 
head = Head; 
protect(head); 
if(head != Head) continue; 
next = head-> next; 
// ... 
if (CAS(Head, head, next)) { 
retire(head); 
return; 
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•  threads issue protections



queue
lock-free GC LOC

void enqueue(data_t val) { 
Node* node = new Node(); 
node->data = val; 
node->next = null; 
while (true) { 

Node* tail = Tail; 

Node* next = tail-> next; 
if (Tail != tail) continue; 
if (next == null) { 

if (CAS(tail->next, null, node)) { 
CAS(Tail, tail, node); 

} 
} else { 

CAS(Tail, tail, next); 
} 

} 
}

struct Node { 
data_t data; 
Node* node; 

}

void init() { 
Head = new Node(); 
Head-> next = null; 
Tail = Head; 

}

shared: 
Node* Head; 
Node* Tail;

data_t dequeue() { 
while (true) { 

Node* head = Head; 

Node* tail = Tail; 
Node* next = head-> next; 

if (Head != head) continue; 
if (head == tail) { 

if (next == null) return empty_t; 
else CAS(Tail, tail, next); 

} else { 
data = head-> data; 
if (CAS(Head, head, next)) { 

return data; 
} 

} 
} 

}

37

Non-blocking Queue (Michael&Scott)
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queue
lock-free SMR

struct Node { 
data_t data; 
Node* node; 

}

void init() { 
Head = new Node(); 
Head-> next = null; 
Tail = Head; 

}

shared: 
Node* Head; 
Node* Tail;

void enqueue(data_t val) { 
Node* node = new Node(); 
node->data = val; 
node->next = null; 
while (true) { 

Node* tail = Tail; 
protect0(tail); 
if (Tail != tail) continue; 
Node* next = tail-> next; 
if (Tail != tail) continue; 
if (next == null) { 

if (CAS(tail->next, null, node)) { 
CAS(Tail, tail, node); 

} 
} else { 

CAS(Tail, tail, next); 
} 

} 
}

data_t dequeue() { 
while (true) { 

Node* head = Head; 
protect0(head); 
if (Head != head) continue; 
Node* tail = Tail; 
Node* next = head-> next; 
protect1(next); 
if (Head != head) continue; 
if (head == tail) { 

if (next == null) return empty_t; 
else CAS(Tail, tail, next); 

} else { 
data = head-> data; 
if (CAS(Head, head, next)) { 

retire(head); 
return data; 

} 
} 

} 
}

Non-blocking Queue (Michael&Scott)
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Node* node; 

}
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void enqueue(data_t val) { 
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node->data = val; 
node->next = null; 
while (true) { 

Node* tail = Tail; 
protect0(tail); 
if (Tail != tail) continue; 
Node* next = tail-> next; 
if (Tail != tail) continue; 
if (next == null) { 

if (CAS(tail->next, null, node)) { 
CAS(Tail, tail, node); 

} 
} else { 

CAS(Tail, tail, next); 
} 

} 
}

data_t dequeue() { 
while (true) { 

Node* head = Head; 
protect0(head); 
if (Head != head) continue; 
Node* tail = Tail; 
Node* next = head-> next; 
protect1(next); 
if (Head != head) continue; 
if (head == tail) { 

if (next == null) return empty_t; 
else CAS(Tail, tail, next); 

} else { 
data = head-> data; 
if (CAS(Head, head, next)) { 

retire(head); 
return data; 

} 
} 

} 
}

Non-blocking Queue (Michael&Scott)

struct Rec { 
Rec* next; 
Node* hp0; 
Node* hp1; 

} 

shared: 
Rec* HPRecs; 

thread-local: 
Rec* myRec; 
List<Node*> retiredList; 

void join() { 
myRec = new HPRec(); 
while (true) { 

Rec* tmp = HPRecs; 
myRec-> next = tmp; 
if (CAS(HPRecs, tmp, myRec)) { 

break; 
} 

} 
} 

void part() { 
unprotect(0); 
unprotect(1); 

}

void protect0(Node* ptr) { 
myRec-> hp0 = ptr; 

} 

void protect1(Node* ptr) { 
myRec-> hp1 = ptr; 

} 

void retire(Node* ptr) { 
retiredList.add(ptr); 
if (*) reclaim(); 

} 

void reclaim() { 
List<Node*> protectedList; 
Rec* tmp = HPRecs; 
while (tmp != null) { 

Node* hp0 = cur-> hp0; 
Node* hp1 = cur-> hp1; 
protectedList.add(hp0); 
protectedList.add(hp1); 
cur = cur-> next; 

} 
for (Node* ptr : retiredList) { 

if (!protectedList.contains(ptr)) { 
retiredList.remove(ptr); 
delete ptr; 

} 
}

lock-free HP
no reclamation42 LOC
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5. DS code + SMR code 
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Verification Challenges

1. unbounded shared heap 

2. unbounded data domain 

3. unbounded number of threads 

4. fine-grained concurrency

GC-techniques do not work (well)! 

In particular: ownership reasoning

Automated Verification for GC 
• Vafeiadis, CAV'10 + VMCAI'10 
• Abdulla et al., TACAS'13 
• Zhu et al., CAV'15 
• Abdulla et al., SAS'16 + ESOP'18}GC

(non-blocking data structure)2



Our Approach

Data structure + SMR impl  Property|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>

?



Contribution 1: Compositional Verification



37+6 LOC

queue
lock-free SMR

struct Node { 
data_t data; 
Node* node; 

}

void init() { 
Head = new Node(); 
Head-> next = null; 
Tail = Head; 

}

shared: 
Node* Head; 
Node* Tail;

void enqueue(data_t val) { 
Node* node = new Node(); 
node->data = val; 
node->next = null; 
while (true) { 

Node* tail = Tail; 
protect0(tail); 
if (Tail != tail) continue; 
Node* next = tail-> next; 
if (Tail != tail) continue; 
if (next == null) { 

if (CAS(tail->next, null, node)) { 
CAS(Tail, tail, node); 

} 
} else { 

CAS(Tail, tail, next); 
} 

} 
}

data_t dequeue() { 
while (true) { 

Node* head = Head; 
protect0(head); 
if (Head != head) continue; 
Node* tail = Tail; 
Node* next = head-> next; 
protect1(next); 
if (Head != head) continue; 
if (head == tail) { 

if (next == null) return empty_t; 
else CAS(Tail, tail, next); 

} else { 
data = head-> data; 
if (CAS(Head, head, next)) { 

retire(head); 
return data; 

} 
} 

} 
}

Compositionality in Practice

struct Rec { 
Rec* next; 
Node* hp0; 
Node* hp1; 

} 

shared: 
Rec* HPRecs; 

thread-local: 
Rec* myRec; 
List<Node*> retiredList; 

void join() { 
myRec = new HPRec(); 
while (true) { 

Rec* tmp = HPRecs; 
myRec-> next = tmp; 
if (CAS(HPRecs, tmp, myRec)) { 

break; 
} 

} 
} 

void part() { 
unprotect(0); 
unprotect(1); 

}

void protect0(Node* ptr) { 
myRec-> hp0 = ptr; 

} 

void protect1(Node* ptr) { 
myRec-> hp1 = ptr; 

} 

void retire(Node* ptr) { 
retiredList.add(ptr); 
if (*) reclaim(); 

} 

void reclaim() { 
List<Node*> protectedList; 
Rec* tmp = HPRecs; 
while (tmp != null) { 

Node* hp0 = cur-> hp0; 
Node* hp1 = cur-> hp1; 
protectedList.add(hp0); 
protectedList.add(hp1); 
cur = cur-> next; 

} 
for (Node* ptr : retiredList) { 

if (!protectedList.contains(ptr)) { 
retiredList.remove(ptr); 
delete ptr; 

} 
}

lock-free HP
no reclamation42 LOC
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struct Node { 
data_t data; 
Node* node; 

}

void init() { 
Head = new Node(); 
Head-> next = null; 
Tail = Head; 

}

shared: 
Node* Head; 
Node* Tail;

void enqueue(data_t val) { 
Node* node = new Node(); 
node->data = val; 
node->next = null; 
while (true) { 

Node* tail = Tail; 
protect0(tail); 
if (Tail != tail) continue; 
Node* next = tail-> next; 
if (Tail != tail) continue; 
if (next == null) { 

if (CAS(tail->next, null, node)) { 
CAS(Tail, tail, node); 

} 
} else { 

CAS(Tail, tail, next); 
} 

} 
}

data_t dequeue() { 
while (true) { 

Node* head = Head; 
protect0(head); 
if (Head != head) continue; 
Node* tail = Tail; 
Node* next = head-> next; 
protect1(next); 
if (Head != head) continue; 
if (head == tail) { 

if (next == null) return empty_t; 
else CAS(Tail, tail, next); 

} else { 
data = head-> data; 
if (CAS(Head, head, next)) { 

retire(head); 
return data; 

} 
} 

} 
}

Compositionality in Practice

struct Rec { 
Rec* next; 
Node* hp0; 
Node* hp1; 

} 

shared: 
Rec* HPRecs; 

thread-local: 
Rec* myRec; 
List<Node*> retiredList; 

void join() { 
myRec = new HPRec(); 
while (true) { 

Rec* tmp = HPRecs; 
myRec-> next = tmp; 
if (CAS(HPRecs, tmp, myRec)) { 

break; 
} 

} 
} 

void part() { 
unprotect(0); 
unprotect(1); 

}

void protect0(Node* ptr) { 
myRec-> hp0 = ptr; 

} 

void protect1(Node* ptr) { 
myRec-> hp1 = ptr; 

} 

void retire(Node* ptr) { 
retiredList.add(ptr); 
if (*) reclaim(); 

} 

void reclaim() { 
List<Node*> protectedList; 
Rec* tmp = HPRecs; 
while (tmp != null) { 

Node* hp0 = cur-> hp0; 
Node* hp1 = cur-> hp1; 
protectedList.add(hp0); 
protectedList.add(hp1); 
cur = cur-> next; 

} 
for (Node* ptr : retiredList) { 

if (!protectedList.contains(ptr)) { 
retiredList.remove(ptr); 
delete ptr; 

} 
}

lock-free HP
no reclamation42 LOC
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queue
lock-free SMR

struct Node { 
data_t data; 
Node* node; 

}

void init() { 
Head = new Node(); 
Head-> next = null; 
Tail = Head; 

}

shared: 
Node* Head; 
Node* Tail;

void enqueue(data_t val) { 
Node* node = new Node(); 
node->data = val; 
node->next = null; 
while (true) { 

Node* tail = Tail; 
protect0(tail); 
if (Tail != tail) continue; 
Node* next = tail-> next; 
if (Tail != tail) continue; 
if (next == null) { 

if (CAS(tail->next, null, node)) { 
CAS(Tail, tail, node); 

} 
} else { 

CAS(Tail, tail, next); 
} 

} 
}

data_t dequeue() { 
while (true) { 

Node* head = Head; 
protect0(head); 
if (Head != head) continue; 
Node* tail = Tail; 
Node* next = head-> next; 
protect1(next); 
if (Head != head) continue; 
if (head == tail) { 

if (next == null) return empty_t; 
else CAS(Tail, tail, next); 

} else { 
data = head-> data; 
if (CAS(Head, head, next)) { 

retire(head); 
return data; 

} 
} 

} 
}

Compositionality in Practice

struct Rec { 
Rec* next; 
Node* hp0; 
Node* hp1; 

} 

shared: 
Rec* HPRecs; 

thread-local: 
Rec* myRec; 
List<Node*> retiredList; 

void join() { 
myRec = new HPRec(); 
while (true) { 

Rec* tmp = HPRecs; 
myRec-> next = tmp; 
if (CAS(HPRecs, tmp, myRec)) { 

break; 
} 

} 
} 

void part() { 
unprotect(0); 
unprotect(1); 

}

void protect0(Node* ptr) { 
myRec-> hp0 = ptr; 

} 

void protect1(Node* ptr) { 
myRec-> hp1 = ptr; 

} 

void retire(Node* ptr) { 
retiredList.add(ptr); 
if (*) reclaim(); 

} 

void reclaim() { 
List<Node*> protectedList; 
Rec* tmp = HPRecs; 
while (tmp != null) { 

Node* hp0 = cur-> hp0; 
Node* hp1 = cur-> hp1; 
protectedList.add(hp0); 
protectedList.add(hp1); 
cur = cur-> next; 

} 
for (Node* ptr : retiredList) { 

if (!protectedList.contains(ptr)) { 
retiredList.remove(ptr); 
delete ptr; 

} 
}
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struct Node { 
data_t data; 
Node* node; 

}

void init() { 
Head = new Node(); 
Head-> next = null; 
Tail = Head; 

}

shared: 
Node* Head; 
Node* Tail;

void enqueue(data_t val) { 
Node* node = new Node(); 
node->data = val; 
node->next = null; 
while (true) { 

Node* tail = Tail; 
protect0(tail); 
if (Tail != tail) continue; 
Node* next = tail-> next; 
if (Tail != tail) continue; 
if (next == null) { 

if (CAS(tail->next, null, node)) { 
CAS(Tail, tail, node); 

} 
} else { 

CAS(Tail, tail, next); 
} 

} 
}

data_t dequeue() { 
while (true) { 

Node* head = Head; 
protect0(head); 
if (Head != head) continue; 
Node* tail = Tail; 
Node* next = head-> next; 
protect1(next); 
if (Head != head) continue; 
if (head == tail) { 

if (next == null) return empty_t; 
else CAS(Tail, tail, next); 

} else { 
data = head-> data; 
if (CAS(Head, head, next)) { 

retire(head); 
return data; 

} 
} 

} 
}

Compositionality in Practice

struct Rec { 
Rec* next; 
Node* hp0; 
Node* hp1; 

} 

shared: 
Rec* HPRecs; 

thread-local: 
Rec* myRec; 
List<Node*> retiredList; 

void join() { 
myRec = new HPRec(); 
while (true) { 

Rec* tmp = HPRecs; 
myRec-> next = tmp; 
if (CAS(HPRecs, tmp, myRec)) { 

break; 
} 

} 
} 

void part() { 
unprotect(0); 
unprotect(1); 

}

void protect0(Node* ptr) { 
myRec-> hp0 = ptr; 

} 

void protect1(Node* ptr) { 
myRec-> hp1 = ptr; 

} 

void retire(Node* ptr) { 
retiredList.add(ptr); 
if (*) reclaim(); 

} 

void reclaim() { 
List<Node*> protectedList; 
Rec* tmp = HPRecs; 
while (tmp != null) { 

Node* hp0 = cur-> hp0; 
Node* hp1 = cur-> hp1; 
protectedList.add(hp0); 
protectedList.add(hp1); 
cur = cur-> next; 

} 
for (Node* ptr : retiredList) { 

if (!protectedList.contains(ptr)) { 
retiredList.remove(ptr); 
delete ptr; 

} 
}

lock-free HP
no reclamation42 LOC

NBDS SMR

API calls



37+6 LOC

queue
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struct Node { 
data_t data; 
Node* node; 

}

void init() { 
Head = new Node(); 
Head-> next = null; 
Tail = Head; 

}

shared: 
Node* Head; 
Node* Tail;

void enqueue(data_t val) { 
Node* node = new Node(); 
node->data = val; 
node->next = null; 
while (true) { 

Node* tail = Tail; 
protect0(tail); 
if (Tail != tail) continue; 
Node* next = tail-> next; 
if (Tail != tail) continue; 
if (next == null) { 

if (CAS(tail->next, null, node)) { 
CAS(Tail, tail, node); 

} 
} else { 

CAS(Tail, tail, next); 
} 

} 
}

data_t dequeue() { 
while (true) { 

Node* head = Head; 
protect0(head); 
if (Head != head) continue; 
Node* tail = Tail; 
Node* next = head-> next; 
protect1(next); 
if (Head != head) continue; 
if (head == tail) { 

if (next == null) return empty_t; 
else CAS(Tail, tail, next); 

} else { 
data = head-> data; 
if (CAS(Head, head, next)) { 

retire(head); 
return data; 

} 
} 

} 
}

Compositionality in Practice

struct Rec { 
Rec* next; 
Node* hp0; 
Node* hp1; 

} 

shared: 
Rec* HPRecs; 

thread-local: 
Rec* myRec; 
List<Node*> retiredList; 

void join() { 
myRec = new HPRec(); 
while (true) { 

Rec* tmp = HPRecs; 
myRec-> next = tmp; 
if (CAS(HPRecs, tmp, myRec)) { 

break; 
} 

} 
} 

void part() { 
unprotect(0); 
unprotect(1); 

}

void protect0(Node* ptr) { 
myRec-> hp0 = ptr; 

} 

void protect1(Node* ptr) { 
myRec-> hp1 = ptr; 

} 

void retire(Node* ptr) { 
retiredList.add(ptr); 
if (*) reclaim(); 

} 

void reclaim() { 
List<Node*> protectedList; 
Rec* tmp = HPRecs; 
while (tmp != null) { 

Node* hp0 = cur-> hp0; 
Node* hp1 = cur-> hp1; 
protectedList.add(hp0); 
protectedList.add(hp1); 
cur = cur-> next; 

} 
for (Node* ptr : retiredList) { 

if (!protectedList.contains(ptr)) { 
retiredList.remove(ptr); 
delete ptr; 

} 
}
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queue
lock-free SMR

struct Node { 
data_t data; 
Node* node; 

}

void init() { 
Head = new Node(); 
Head-> next = null; 
Tail = Head; 

}

shared: 
Node* Head; 
Node* Tail;

void enqueue(data_t val) { 
Node* node = new Node(); 
node->data = val; 
node->next = null; 
while (true) { 

Node* tail = Tail; 
protect0(tail); 
if (Tail != tail) continue; 
Node* next = tail-> next; 
if (Tail != tail) continue; 
if (next == null) { 

if (CAS(tail->next, null, node)) { 
CAS(Tail, tail, node); 

} 
} else { 

CAS(Tail, tail, next); 
} 

} 
}

data_t dequeue() { 
while (true) { 

Node* head = Head; 
protect0(head); 
if (Head != head) continue; 
Node* tail = Tail; 
Node* next = head-> next; 
protect1(next); 
if (Head != head) continue; 
if (head == tail) { 

if (next == null) return empty_t; 
else CAS(Tail, tail, next); 

} else { 
data = head-> data; 
if (CAS(Head, head, next)) { 

retire(head); 
return data; 

} 
} 

} 
}

Compositionality in Practice

struct Rec { 
Rec* next; 
Node* hp0; 
Node* hp1; 

} 

shared: 
Rec* HPRecs; 

thread-local: 
Rec* myRec; 
List<Node*> retiredList; 

void join() { 
myRec = new HPRec(); 
while (true) { 

Rec* tmp = HPRecs; 
myRec-> next = tmp; 
if (CAS(HPRecs, tmp, myRec)) { 

break; 
} 

} 
} 

void part() { 
unprotect(0); 
unprotect(1); 

}

void protect0(Node* ptr) { 
myRec-> hp0 = ptr; 

} 

void protect1(Node* ptr) { 
myRec-> hp1 = ptr; 

} 

void retire(Node* ptr) { 
retiredList.add(ptr); 
if (*) reclaim(); 

} 

void reclaim() { 
List<Node*> protectedList; 
Rec* tmp = HPRecs; 
while (tmp != null) { 

Node* hp0 = cur-> hp0; 
Node* hp1 = cur-> hp1; 
protectedList.add(hp0); 
protectedList.add(hp1); 
cur = cur-> next; 

} 
for (Node* ptr : retiredList) { 

if (!protectedList.contains(ptr)) { 
retiredList.remove(ptr); 
delete ptr; 

} 
}
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queue
lock-free SMR

struct Node { 
data_t data; 
Node* node; 

}

void init() { 
Head = new Node(); 
Head-> next = null; 
Tail = Head; 

}

shared: 
Node* Head; 
Node* Tail;

void enqueue(data_t val) { 
Node* node = new Node(); 
node->data = val; 
node->next = null; 
while (true) { 

Node* tail = Tail; 
protect0(tail); 
if (Tail != tail) continue; 
Node* next = tail-> next; 
if (Tail != tail) continue; 
if (next == null) { 

if (CAS(tail->next, null, node)) { 
CAS(Tail, tail, node); 

} 
} else { 

CAS(Tail, tail, next); 
} 

} 
}

data_t dequeue() { 
while (true) { 

Node* head = Head; 
protect0(head); 
if (Head != head) continue; 
Node* tail = Tail; 
Node* next = head-> next; 
protect1(next); 
if (Head != head) continue; 
if (head == tail) { 

if (next == null) return empty_t; 
else CAS(Tail, tail, next); 

} else { 
data = head-> data; 
if (CAS(Head, head, next)) { 

retire(head); 
return data; 

} 
} 

} 
}

Compositionality in Practice

struct Rec { 
Rec* next; 
Node* hp0; 
Node* hp1; 

} 

shared: 
Rec* HPRecs; 

thread-local: 
Rec* myRec; 
List<Node*> retiredList; 

void join() { 
myRec = new HPRec(); 
while (true) { 

Rec* tmp = HPRecs; 
myRec-> next = tmp; 
if (CAS(HPRecs, tmp, myRec)) { 

break; 
} 

} 
} 

void part() { 
unprotect(0); 
unprotect(1); 

}

void protect0(Node* ptr) { 
myRec-> hp0 = ptr; 

} 

void protect1(Node* ptr) { 
myRec-> hp1 = ptr; 

} 

void retire(Node* ptr) { 
retiredList.add(ptr); 
if (*) reclaim(); 

} 

void reclaim() { 
List<Node*> protectedList; 
Rec* tmp = HPRecs; 
while (tmp != null) { 

Node* hp0 = cur-> hp0; 
Node* hp1 = cur-> hp1; 
protectedList.add(hp0); 
protectedList.add(hp1); 
cur = cur-> next; 

} 
for (Node* ptr : retiredList) { 

if (!protectedList.contains(ptr)) { 
retiredList.remove(ptr); 
delete ptr; 

} 
}
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no reclamation42 LOC
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Compositionality in Verification

API between data structure and SMR impl 

➡ give a formal specification SMR spec 

➡ SMR spec states which&when addresses are freed 

➡ use new class of automata as SMR spec



Our Approach

Data structure + SMR impl  Property|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>
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Our Approach

Data structure + SMR impl  Property|=
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SMR impl  SMR spec|=
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SMR impl  SMR spec|=
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Decoupling Lock-Free Data Structures from
Memory Reclamation for Static Analysis

ROLAND MEYER, TU Braunschweig, Germany

SEBASTIAN WOLFF, TU Braunschweig, Germany

Veri!cation of concurrent data structures is one of the most challenging tasks in software veri!cation. The topic
has received considerable attention over the course of the last decade. Nevertheless, human-driven techniques
remain cumbersome and notoriously di"cult while automated approaches su#er from limited applicability.
The main obstacle for automation is the complexity of concurrent data structures. This is particularly true in
the absence of garbage collection. The intricacy of lock-free memory management paired with the complexity
of concurrent data structures makes automated veri!cation prohibitive.

In this work we present a method for verifying concurrent data structures and their memory management
separately. We suggest two simpler veri!cation tasks that imply the correctness of the data structure. The
!rst task establishes an over-approximation of the reclamation behavior of the memory management. The
second task exploits this over-approximation to verify the data structure without the need to consider the
implementation of the memory management itself. To make the resulting veri!cation tasks tractable for
automated techniques, we establish a second result. We show that a veri!cation tool needs to consider only
executions where a single memory location is reused. We implemented our approach and were able to verify
linearizability of Michael&Scott’s queue and the DGLM queue for both hazard pointers and epoch-based
reclamation. To the best of our knowledge, we are the !rst to verify such implementations fully automatically.

CCSConcepts: •Theory of computation→Data structures design and analysis;Programveri!cation;
Shared memory algorithms; Program speci!cations; Program analysis;
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1 INTRODUCTION

Data structures are a basic building block of virtually any program. E"cient implementations
are typically a part of a programming language’s standard library. With the advent of highly
concurrent computing being available even on commodity hardware, concurrent data structure
implementations are needed. The class of lock-free data structures has been shown to be particularly
e"cient. Using !ne-grained synchronization and avoiding such synchronization whenever possible
results in unrivaled performance and scalability.

Unfortunately, this use of !ne-grained synchronization is what makes lock-free data structures
also unrivaled in terms of complexity. Indeed, bugs have been discovered in published lock-free
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struct Node { 
data_t data; 
Node* node; 

}

void init() { 
Head = new Node(); 
Head-> next = null; 
Tail = Head; 

}

shared: 
Node* Head; 
Node* Tail;

void enqueue(data_t val) { 
Node* node = new Node(); 
node->data = val; 
node->next = null; 
while (true) { 

Node* tail = Tail; 
protect0(tail); 
if (Tail != tail) continue; 
Node* next = tail-> next; 
if (Tail != tail) continue; 
if (next == null) { 

if (CAS(tail->next, null, node)) { 
CAS(Tail, tail, node); 

} 
} else { 

CAS(Tail, tail, next); 
} 

} 
}

data_t dequeue() { 
while (true) { 

Node* head = Head; 
protect0(head); 
if (Head != head) continue; 
Node* tail = Tail; 
Node* next = head-> next; 
protect1(next); 
if (Head != head) continue; 
if (head == tail) { 

if (next == null) return empty_t; 
else CAS(Tail, tail, next); 

} else { 
data = head-> data; 
if (CAS(Head, head, next)) { 

retire(head); 
return data; 

} 
} 

} 
}

struct Rec { 
Rec* next; 
Node* hp0; 
Node* hp1; 

} 

shared: 
Rec* HPRecs; 

thread-local: 
Rec* myRec; 
List<Node*> retiredList; 

void join() { 
myRec = new HPRec(); 
while (true) { 

Rec* tmp = HPRecs; 
myRec-> next = tmp; 
if (CAS(HPRecs, tmp, myRec)) { 

break; 
} 

} 
} 

void part() { 
unprotect(0); 
unprotect(1); 

}

void protect0(Node* ptr) { 
myRec-> hp0 = ptr; 

} 

void protect1(Node* ptr) { 
myRec-> hp1 = ptr; 

} 

void retire(Node* ptr) { 
retiredList.add(ptr); 
if (*) reclaim(); 

} 

void reclaim() { 
List<Node*> protectedList; 
Rec* tmp = HPRecs; 
while (tmp != null) { 

Node* hp0 = cur-> hp0; 
Node* hp1 = cur-> hp1; 
protectedList.add(hp0); 
protectedList.add(hp1); 
cur = cur-> next; 

} 
for (Node* ptr : retiredList) { 

if (!protectedList.contains(ptr)) { 
retiredList.remove(ptr); 
delete ptr; 

} 
}

lock-free HP
no reclamation42 LOC

Compositionality on an Example



37+6 LOC

queue
lock-free

SMR

struct Node { 
data_t data; 
Node* node; 

}

void init() { 
Head = new Node(); 
Head-> next = null; 
Tail = Head; 

}

shared: 
Node* Head; 
Node* Tail;

void enqueue(data_t val) { 
Node* node = new Node(); 
node->data = val; 
node->next = null; 
while (true) { 

Node* tail = Tail; 
protect0(tail); 
if (Tail != tail) continue; 
Node* next = tail-> next; 
if (Tail != tail) continue; 
if (next == null) { 

if (CAS(tail->next, null, node)) { 
CAS(Tail, tail, node); 

} 
} else { 

CAS(Tail, tail, next); 
} 

} 
}

data_t dequeue() { 
while (true) { 

Node* head = Head; 
protect0(head); 
if (Head != head) continue; 
Node* tail = Tail; 
Node* next = head-> next; 
protect1(next); 
if (Head != head) continue; 
if (head == tail) { 

if (next == null) return empty_t; 
else CAS(Tail, tail, next); 

} else { 
data = head-> data; 
if (CAS(Head, head, next)) { 

retire(head); 
return data; 

} 
} 

} 
}

automaton

s0 s1 s2

s3 s4 s5

F

F

F

F F R

R

R

protect(t, a)

protect(t, ⇤)

protect(t, a)

protect(t, ⇤)

F := free(t, a) _ free(⇤, a) R := retire(t, a) _ retire(⇤, a)

Compositionality on an Example



• SMR impl  SMR spec:|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>

Experiments

SMR implementation SMR spec size Correctness

 Hazard Pointers (HP) 3x5x5   1.5s

 Epoch-based Reclamation (EBR) 3x5 11.2s

3

3



• SMR impl  SMR spec:|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>

Experiments

Infeasible: imprecision and state space explosion!

• Data structure + SMR spec  Linearizability|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>

SMR implementation SMR spec size Correctness

 Hazard Pointers (HP) 3x5x5   1.5s

 Epoch-based Reclamation (EBR) 3x5 11.2s

3

3



Contribution 2: Weak Ownership



Ownership Reasoning

Traditional: 

➡ allocation grants 
ownership 

➡ ownership grants 
exclusive access 

➡ exclusivity crucial for 
verifier/tool precision 

➡ unsound for SMR
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Ownership Reasoning

Weak: 

➡ exclusivity only for 
non-dangling pointers 

➡ sufficient precision 

➡ sound for SMR
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Pointer Race Freedom ?

Frédéric Haziza1, Lukáš Holı́k2, Roland Meyer3, and Sebastian Wolff3

1Uppsala University 2Brno University of Technology
3University of Kaiserslautern

Abstract We propose a novel notion of pointer race for concurrent programs ma-
nipulating a shared heap. A pointer race is an access to a memory address which
was freed, and it is out of the accessor’s control whether or not the cell has been
re-allocated. We establish two results. (1) Under the assumption of pointer race
freedom, it is sound to verify a program running under explicit memory manage-
ment as if it was running with garbage collection. (2) Even the requirement of
pointer race freedom itself can be verified under the garbage-collected semantics.
We then prove analogues of the theorems for a stronger notion of pointer race
needed to cope with performance-critical code purposely using racy comparisons
and even racy dereferences of pointers. As a practical contribution, we apply our
results to optimize a thread-modular analysis under explicit memory manage-
ment. Our experiments confirm a speed-up of up to two orders of magnitude.

1 Introduction

Today, one of the main challenges in verification is the analysis of concurrent programs
that manipulate a shared heap. The numerous interleavings among the threads make it
hard to predict the dynamic evolution of the heap. This is even more true if explicit
memory management has to be taken into account. With garbage collection as in Java,
an allocation request results in a fresh address that was not being pointed to. The address
is hence known to be owned by the allocating thread. With explicit memory manage-
ment as in C, this ownership guarantee does not hold. An address may be re-allocated
as soon as it has been freed, even if there are still pointers to it. This missing ownership
significantly complicates reasoning against the memory-managed semantics.

In the present paper1, we carefully investigate the relationship between the memory-
managed semantics and the garbage-collected semantics. We show that the difference
only becomes apparent if there are programming errors of a particular form that we refer
to as pointer races. A pointer race is a situation where a thread uses a pointer that has
been freed before. We establish two theorems. First, if the memory-managed seman-
tics is free from pointer races, then it coincides with the garbage-collected semantics.
Second, whether or not the memory-managed semantics contains a pointer race can be
checked with the garbage-collected semantics.

The developed semantic understanding helps to optimize program analyses. We
show that the more complicated verification of the memory-managed semantics can
? This work was supported by the Czech Science Foundation, project 13-37876P, and by the

German Science Foundation (DFG), project R2M2.
1 The full version is available as technical report [9].
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Impractical for more complex data structures / SMRs!



Contribution 3: ABA Freedom



ABAs

• Problem 

➡ impracticality due to state space explosion 

➡ state space explosion due to reallocations 

• Observation 

➡ verification under GC instead of SMR is unsound 

➡ discrepancy manifests as ABA



State Space Reduction

• Theorem 1: 

Verifying a data structure under garbage collection is sound, 
if data structure + SMR spec it is free from ABAs.



State Space Reduction

• Theorem 1: 

Verifying a data structure under garbage collection is sound, 
if data structure + SMR spec it is free from ABAs.

• Theorem 2: 

For an ABA check of data structure + SMR spec, 
it is sound to restrict re-allocations to a single address. 

(Side condition: SMR spec is invariant to re-allocations.)



Our Approach

SMR impl  SMR spec|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>

Data structure + SMR spec  Property|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>

Data structure + SMR impl  Property|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>
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Data structure + SMR spec  Property|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>

Data structure + SMR spec  ABA Freedom|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>

Data structure + Garbage Collection  Property|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>

Data structure + SMR impl  Property|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>
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Data structure + SMR spec  ABA Freedom|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>

Data structure + Garbage Collection  Property|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>
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Decoupling Lock-Free Data Structures from
Memory Reclamation for Static Analysis

ROLAND MEYER, TU Braunschweig, Germany

SEBASTIAN WOLFF, TU Braunschweig, Germany

Veri!cation of concurrent data structures is one of the most challenging tasks in software veri!cation. The topic
has received considerable attention over the course of the last decade. Nevertheless, human-driven techniques
remain cumbersome and notoriously di"cult while automated approaches su#er from limited applicability.
The main obstacle for automation is the complexity of concurrent data structures. This is particularly true in
the absence of garbage collection. The intricacy of lock-free memory management paired with the complexity
of concurrent data structures makes automated veri!cation prohibitive.

In this work we present a method for verifying concurrent data structures and their memory management
separately. We suggest two simpler veri!cation tasks that imply the correctness of the data structure. The
!rst task establishes an over-approximation of the reclamation behavior of the memory management. The
second task exploits this over-approximation to verify the data structure without the need to consider the
implementation of the memory management itself. To make the resulting veri!cation tasks tractable for
automated techniques, we establish a second result. We show that a veri!cation tool needs to consider only
executions where a single memory location is reused. We implemented our approach and were able to verify
linearizability of Michael&Scott’s queue and the DGLM queue for both hazard pointers and epoch-based
reclamation. To the best of our knowledge, we are the !rst to verify such implementations fully automatically.

CCSConcepts: •Theory of computation→Data structures design and analysis;Programveri!cation;
Shared memory algorithms; Program speci!cations; Program analysis;
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1 INTRODUCTION

Data structures are a basic building block of virtually any program. E"cient implementations
are typically a part of a programming language’s standard library. With the advent of highly
concurrent computing being available even on commodity hardware, concurrent data structure
implementations are needed. The class of lock-free data structures has been shown to be particularly
e"cient. Using !ne-grained synchronization and avoiding such synchronization whenever possible
results in unrivaled performance and scalability.

Unfortunately, this use of !ne-grained synchronization is what makes lock-free data structures
also unrivaled in terms of complexity. Indeed, bugs have been discovered in published lock-free
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Data structure + SMR impl  Property|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>
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Contribution 4: Pointer Race Freedom



Pointer Races

• Observation: 

In every ABA participates at least one dangling pointer.



Pointer Races

• Observation: 

In every ABA participates at least one dangling pointer.

• Pointer races 
➡ operations involving dangling pointers 
➡ operations that observe reclamation

• Pointer race freedom  ⟹  no ABAs + memory safety



Pointer Race Check

Type system: 

➡ to establish: 
	 	 	 Data structure + SMR spec  Pointer Race Freedom 

➡ that is parametrized by the SMR spec 

➡ externalizes shape analysis to a GC tool

`

<latexit sha1_base64="E3j4orq+C03GcNBemLsIHkh/LBo=">AAAB7XicbVDLSgNBEOyNrxhfqx69DAbBU9iViB4DXgQvEcwDkiXMzs4mY2ZnlpnZQFgCfoIXD4p49X+8+TdOHgdNLGgoqrrp7gpTzrTxvG+nsLa+sblV3C7t7O7tH7iHR00tM0Vog0guVTvEmnImaMMww2k7VRQnIaetcHgz9VsjqjST4sGMUxokuC9YzAg2Vmp2RxHWg55b9ireDGiV+AtShgXqPferG0mSJVQYwrHWHd9LTZBjZRjhdFLqZpqmmAxxn3YsFTihOshn107QmVUiFEtlSxg0U39P5DjRepyEtjPBZqCXvan4n9fJTHwd5EykmaGCzBfFGUdGounrKGKKEsPHlmCimL0VkQFWmBgbUMmG4C+/vEqaFxW/Wrm8r5Zrd0/zOIpwAqdwDj5cQQ1uoQ4NIPAIz/AKb450Xpx352PeWnAWER7DHzifP883j7k=</latexit>



External Shape Analysis

• Problem 
➡ danglingness may depend on shape invariant 
➡ type checks bad at finding shape invariants 

• Solution 
➡ “don’t try” 
➡ annotate data structure with light-weight annotations 
➡ discharge annotations under garbage collection 
➡ guess&check finds annotations automatically



Our Approach

Data structure + SMR impl  Property|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>

SMR impl  SMR spec|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>

Data structure + SMR spec  ABA Freedom|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>

Data structure + Garbage Collection  Property|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>



Our Approach

Data structure + SMR impl  Property|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>

SMR impl  SMR spec|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>

Data structure + SMR spec  ABA Freedom|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>

Data structure + Garbage Collection  Property|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>

Annot. Data structure + SMR spec  Pointer Race Freedom`

<latexit sha1_base64="E3j4orq+C03GcNBemLsIHkh/LBo=">AAAB7XicbVDLSgNBEOyNrxhfqx69DAbBU9iViB4DXgQvEcwDkiXMzs4mY2ZnlpnZQFgCfoIXD4p49X+8+TdOHgdNLGgoqrrp7gpTzrTxvG+nsLa+sblV3C7t7O7tH7iHR00tM0Vog0guVTvEmnImaMMww2k7VRQnIaetcHgz9VsjqjST4sGMUxokuC9YzAg2Vmp2RxHWg55b9ireDGiV+AtShgXqPferG0mSJVQYwrHWHd9LTZBjZRjhdFLqZpqmmAxxn3YsFTihOshn107QmVUiFEtlSxg0U39P5DjRepyEtjPBZqCXvan4n9fJTHwd5EykmaGCzBfFGUdGounrKGKKEsPHlmCimL0VkQFWmBgbUMmG4C+/vEqaFxW/Wrm8r5Zrd0/zOIpwAqdwDj5cQQ1uoQ4NIPAIz/AKb450Xpx352PeWnAWER7DHzifP883j7k=</latexit>

Data structure + Garbage Collection  Annotations|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>



Our Approach

Data structure + SMR impl  Property|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>

SMR impl  SMR spec|=

<latexit sha1_base64="NpJYZG/2P69GVOK7HHueCfjG7J8=">AAAAAHicbZDNSgMxFIXv1L9a/6ou3QSL4KrMSEGXBV24rGB/oB1KJpNpQ5PJkGSEMvQVBLf6Gu7Ere/gW/gIZtpZaNsDgY9z7oWbEyScaeO6305pY3Nre6e8W9nbPzg8qh6fdLRMFaFtIrlUvQBryllM24YZTnuJolgEnHaDyW2ed5+o0kzGj2aaUF/gUcwiRrCxVncgZEi5HlZrbt2dC62CV0ANCrWG1Z9BKEkqaGwIx1r3PTcxfoaVYYTTWWWQappgMsEj2rcYY0G1n83PnaEL64Qoksq+2KC5+3cjw0LrqQjspMBmrJez3Fyb5Y6Rkut1aT810Y2fsThJDY3J4owo5chIlDeDQqYoMXxqARPF7E8QGWOFibH9VWxF3nIhq9C5qnuNuvvQqDXvirLKcAbncAkeXEMT7qEFbSAwgRd4hTfn2Xl3PpzPxWjJKXZO4Z+cr18Q6JwN</latexit>

Data structure + SMR spec  ABA Freedom|=
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We consider the veri!cation of lock-free data structures that manually manage their memory with the help
of a safe memory reclamation (SMR) algorithm. Our !rst contribution is a type system that checks whether
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guaranteed by the SMR algorithm. There are two design decisions. The type system does not track any shape
information, which makes it extremely lightweight. Instead, we rely on invariant annotations that postulate a
protection by the SMR. To this end, we introduce angels, ghost variables with an angelic semantics. Moreover,
the SMR algorithm is not hard-coded but a parameter of the type system de!nition. To achieve this, we rely on
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Node* head = Head; 

protect(head); 

atomic { 

@active Head 
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Example
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R := retire(t, a) _ retire(⇤, a)
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<latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit>

?
<latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit>

{ Head: , head:  } ?
<latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit>

P
<latexit sha1_base64="v8z3Be63Gm+vOJ/AEHf+Qq2HIPg="></latexit>

{ Head: , head:  } ?
<latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit>

P
<latexit sha1_base64="v8z3Be63Gm+vOJ/AEHf+Qq2HIPg="></latexit>

{ Head: , head:  } A
<latexit sha1_base64="8mptFAaszRUGK8FOId7VIbrp7ZE="></latexit>

P
<latexit sha1_base64="v8z3Be63Gm+vOJ/AEHf+Qq2HIPg="></latexit>

Node* head = Head; 

protect(head); 

atomic { 

@active Head 

assume(head == Head); 

Example

Type for head

s0 s1 s2

s3 s4 s5

F

F

F

F F R

R

R

protect(t, a)

protect(t, ⇤)

protect(t, a)

protect(t, ⇤)

F := free(t, a) _ free(⇤, a)

R := retire(t, a) _ retire(⇤, a)



P
<latexit sha1_base64="dmjUkHrRNqToa44QgYAWLHUITeg="></latexit>

{ Head: , head:  } ?
<latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit>

P
<latexit sha1_base64="v8z3Be63Gm+vOJ/AEHf+Qq2HIPg="></latexit>

{ Head: , head:  } A
<latexit sha1_base64="8mptFAaszRUGK8FOId7VIbrp7ZE="></latexit>

P
<latexit sha1_base64="v8z3Be63Gm+vOJ/AEHf+Qq2HIPg="></latexit>

atomic { 

@active Head 

assume(head == Head); 

} // end atomic 

// ... 

Node* next = head->next; 

Example

Type for head

s0 s1 s2

s3 s4 s5

F

F

F

F F R

R

R

protect(t, a)

protect(t, ⇤)

protect(t, a)

protect(t, ⇤)

F := free(t, a) _ free(⇤, a)

R := retire(t, a) _ retire(⇤, a)



P
<latexit sha1_base64="dmjUkHrRNqToa44QgYAWLHUITeg="></latexit>

{ Head: , head:  } ?
<latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit>

P
<latexit sha1_base64="v8z3Be63Gm+vOJ/AEHf+Qq2HIPg="></latexit>

{ Head: , head:  } A
<latexit sha1_base64="8mptFAaszRUGK8FOId7VIbrp7ZE="></latexit>

P
<latexit sha1_base64="v8z3Be63Gm+vOJ/AEHf+Qq2HIPg="></latexit>

{ Head: , head:  }P ^ A
<latexit sha1_base64="bkZiA2QPWU/XRIiNsnnuQgIBz4M="></latexit>

P ^ A
<latexit sha1_base64="bkZiA2QPWU/XRIiNsnnuQgIBz4M="></latexit>

atomic { 

@active Head 

assume(head == Head); 

} // end atomic 

// ... 

Node* next = head->next; 

Example

Type for head

s0 s1 s2

s3 s4 s5

F

F

F

F F R

R

R

protect(t, a)

protect(t, ⇤)

protect(t, a)

protect(t, ⇤)

F := free(t, a) _ free(⇤, a)

R := retire(t, a) _ retire(⇤, a)



P
<latexit sha1_base64="dmjUkHrRNqToa44QgYAWLHUITeg="></latexit>

A
<latexit sha1_base64="qW9aDrXZT9WQe9NQjGMbk3RyxA0="></latexit>

{ Head: , head:  } ?
<latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit>

P
<latexit sha1_base64="v8z3Be63Gm+vOJ/AEHf+Qq2HIPg="></latexit>

{ Head: , head:  } A
<latexit sha1_base64="8mptFAaszRUGK8FOId7VIbrp7ZE="></latexit>

P
<latexit sha1_base64="v8z3Be63Gm+vOJ/AEHf+Qq2HIPg="></latexit>

{ Head: , head:  }P ^ A
<latexit sha1_base64="bkZiA2QPWU/XRIiNsnnuQgIBz4M="></latexit>

P ^ A
<latexit sha1_base64="bkZiA2QPWU/XRIiNsnnuQgIBz4M="></latexit>

atomic { 

@active Head 

assume(head == Head); 

} // end atomic 

// ... 

Node* next = head->next; 

Example

Type for head

s0 s1 s2

s3 s4 s5

F

F

F

F F R

R

R

protect(t, a)

protect(t, ⇤)

protect(t, a)

protect(t, ⇤)

F := free(t, a) _ free(⇤, a)

R := retire(t, a) _ retire(⇤, a)



{ Head: , head:  } ?
<latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit>

P
<latexit sha1_base64="v8z3Be63Gm+vOJ/AEHf+Qq2HIPg="></latexit>

{ Head: , head:  } A
<latexit sha1_base64="8mptFAaszRUGK8FOId7VIbrp7ZE="></latexit>

P
<latexit sha1_base64="v8z3Be63Gm+vOJ/AEHf+Qq2HIPg="></latexit>

{ Head: , head:  }P ^ A
<latexit sha1_base64="bkZiA2QPWU/XRIiNsnnuQgIBz4M="></latexit>

P ^ A
<latexit sha1_base64="bkZiA2QPWU/XRIiNsnnuQgIBz4M="></latexit>

atomic { 

@active Head 

assume(head == Head); 

} // end atomic 

// ... 

Node* next = head->next; 

Example

Type for head

s0 s1 s2

s3 s4 s5

F

F

F

F F R

R

R

protect(t, a)

protect(t, ⇤)

protect(t, a)

protect(t, ⇤)

F := free(t, a) _ free(⇤, a)

R := retire(t, a) _ retire(⇤, a)



{ Head: , head:  } ?
<latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit>

P
<latexit sha1_base64="v8z3Be63Gm+vOJ/AEHf+Qq2HIPg="></latexit>

{ Head: , head:  } A
<latexit sha1_base64="8mptFAaszRUGK8FOId7VIbrp7ZE="></latexit>

P
<latexit sha1_base64="v8z3Be63Gm+vOJ/AEHf+Qq2HIPg="></latexit>

{ Head: , head:  }P ^ A
<latexit sha1_base64="bkZiA2QPWU/XRIiNsnnuQgIBz4M="></latexit>

P ^ A
<latexit sha1_base64="bkZiA2QPWU/XRIiNsnnuQgIBz4M="></latexit>

atomic { 

@active Head 

assume(head == Head); 

} // end atomic 

// ... 

Node* next = head->next; 

Example

Type for head

s0 s1 s2

s3 s4 s5

F

F

F

F F R

R

R

protect(t, a)

protect(t, ⇤)

protect(t, a)

protect(t, ⇤)

F := free(t, a) _ free(⇤, a)

R := retire(t, a) _ retire(⇤, a)



S
<latexit sha1_base64="Zs71CY6EA1GtUT8xKv+dTQZV4gA=">AAACDHicbVDLSgMxFL1TX7W+qi7dBEvBVZmpgi4LIrisjz6gHUomzbShmcyQZIQy9APc+CtuXCgiuPID3Pk3ZqYVtPVA4HDOSXLv8SLOlLbtLyu3tLyyupZfL2xsbm3vFHf3miqMJaENEvJQtj2sKGeCNjTTnLYjSXHgcdryRuep37qjUrFQ3OpxRN0ADwTzGcHaSL1iqdwNsB56XnIx6WWU6QQTMin86DcTk7Irdga0SJwZKcEM9V7xs9sPSRxQoQnHSnUcO9JugqVmhFPzdKxohMkID2jHUIEDqtwkW2aCykbpIz+U5giNMvX3jQQHSo0DzyTTCdW8l4r/eZ1Y+2duwkQUayrI9CM/5kiHKG0G9ZmkRPOxIZhIZmZFZIglJtr0VzAlOPMrL5JmteIcV6pXJ6Xa9fu0jjwcwCEcgQOnUINLqEMDCNzDIzzDi/VgPVmv1ts0mrNmFe7DH1gf33MbnIk=</latexit>

{ Head: , head:  } ?
<latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit>

P
<latexit sha1_base64="v8z3Be63Gm+vOJ/AEHf+Qq2HIPg="></latexit>

{ Head: , head:  } A
<latexit sha1_base64="8mptFAaszRUGK8FOId7VIbrp7ZE="></latexit>

P
<latexit sha1_base64="v8z3Be63Gm+vOJ/AEHf+Qq2HIPg="></latexit>

{ Head: , head:  }P ^ A
<latexit sha1_base64="bkZiA2QPWU/XRIiNsnnuQgIBz4M="></latexit>

P ^ A
<latexit sha1_base64="bkZiA2QPWU/XRIiNsnnuQgIBz4M="></latexit>

atomic { 

@active Head 

assume(head == Head); 

} // end atomic 

// ... 

Node* next = head->next; 

Example

Type for head

s0 s1 s2

s3 s4 s5

F

F

F

F F R

R

R

protect(t, a)

protect(t, ⇤)

protect(t, a)

protect(t, ⇤)

F := free(t, a) _ free(⇤, a)

R := retire(t, a) _ retire(⇤, a)



S
<latexit sha1_base64="Zs71CY6EA1GtUT8xKv+dTQZV4gA=">AAACDHicbVDLSgMxFL1TX7W+qi7dBEvBVZmpgi4LIrisjz6gHUomzbShmcyQZIQy9APc+CtuXCgiuPID3Pk3ZqYVtPVA4HDOSXLv8SLOlLbtLyu3tLyyupZfL2xsbm3vFHf3miqMJaENEvJQtj2sKGeCNjTTnLYjSXHgcdryRuep37qjUrFQ3OpxRN0ADwTzGcHaSL1iqdwNsB56XnIx6WWU6QQTMin86DcTk7Irdga0SJwZKcEM9V7xs9sPSRxQoQnHSnUcO9JugqVmhFPzdKxohMkID2jHUIEDqtwkW2aCykbpIz+U5giNMvX3jQQHSo0DzyTTCdW8l4r/eZ1Y+2duwkQUayrI9CM/5kiHKG0G9ZmkRPOxIZhIZmZFZIglJtr0VzAlOPMrL5JmteIcV6pXJ6Xa9fu0jjwcwCEcgQOnUINLqEMDCNzDIzzDi/VgPVmv1ts0mrNmFe7DH1gf33MbnIk=</latexit>

{ Head: , head:  } ?
<latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit>

P
<latexit sha1_base64="v8z3Be63Gm+vOJ/AEHf+Qq2HIPg="></latexit>

{ Head: , head:  } A
<latexit sha1_base64="8mptFAaszRUGK8FOId7VIbrp7ZE="></latexit>

P
<latexit sha1_base64="v8z3Be63Gm+vOJ/AEHf+Qq2HIPg="></latexit>

{ Head: , head:  }P ^ A
<latexit sha1_base64="bkZiA2QPWU/XRIiNsnnuQgIBz4M="></latexit>

P ^ A
<latexit sha1_base64="bkZiA2QPWU/XRIiNsnnuQgIBz4M="></latexit>

{ Head: , head:  } S
<latexit sha1_base64="sOAQAt1SvB7TMJP7IvXmYg3Jd70=">AAACGHicdVDLSsNAFJ3UV42vqks3g6XgqiZpwbqriCC4qWgf0IYwmU7aoZMHMxOhhIA/4cZfceNCEbfd+TdO+hAVPTBwOOcM997jRowKaRgfWm5peWV1Lb+ub2xube8UdvdaIow5Jk0cspB3XCQIowFpSioZ6UScIN9lpO2OzjO/fUe4oGFwK8cRsX00CKhHMZJKcgrHpZ6P5NB1k4vUmVIqE4Rxqi/0m1T/ypylTqFolA3TqFo1qMgUitROLdOoQHOuFMEcDacw6fVDHPskkJghIbqmEUk7QVxSzIgaEwsSITxCA9JVNEA+EXYyPSyFJaX0oRdy9QIJp+r3HwnyhRj7rkpmG4rfXib+5XVj6dXshAZRLEmAZ4O8mEEZwqwl2KecYMnGiiDMqdoV4iHiCEvVpa5KWFwK/yctq2xWytZ1tVi/up/VkQcH4BAcAROcgDq4BA3QBBg8gCfwAl61R+1Ze9PeZ9GcNq9wH/yANvkEaMGhEg==</latexit>

S
<latexit sha1_base64="sOAQAt1SvB7TMJP7IvXmYg3Jd70=">AAACGHicdVDLSsNAFJ3UV42vqks3g6XgqiZpwbqriCC4qWgf0IYwmU7aoZMHMxOhhIA/4cZfceNCEbfd+TdO+hAVPTBwOOcM997jRowKaRgfWm5peWV1Lb+ub2xube8UdvdaIow5Jk0cspB3XCQIowFpSioZ6UScIN9lpO2OzjO/fUe4oGFwK8cRsX00CKhHMZJKcgrHpZ6P5NB1k4vUmVIqE4Rxqi/0m1T/ypylTqFolA3TqFo1qMgUitROLdOoQHOuFMEcDacw6fVDHPskkJghIbqmEUk7QVxSzIgaEwsSITxCA9JVNEA+EXYyPSyFJaX0oRdy9QIJp+r3HwnyhRj7rkpmG4rfXib+5XVj6dXshAZRLEmAZ4O8mEEZwqwl2KecYMnGiiDMqdoV4iHiCEvVpa5KWFwK/yctq2xWytZ1tVi/up/VkQcH4BAcAROcgDq4BA3QBBg8gCfwAl61R+1Ze9PeZ9GcNq9wH/yANvkEaMGhEg==</latexit>

atomic { 

@active Head 

assume(head == Head); 

} // end atomic 

// ... 

Node* next = head->next; 

Example

Type for head

s0 s1 s2

s3 s4 s5

F

F

F

F F R

R

R

protect(t, a)

protect(t, ⇤)

protect(t, a)

protect(t, ⇤)

F := free(t, a) _ free(⇤, a)

R := retire(t, a) _ retire(⇤, a)



S
<latexit sha1_base64="Zs71CY6EA1GtUT8xKv+dTQZV4gA=">AAACDHicbVDLSgMxFL1TX7W+qi7dBEvBVZmpgi4LIrisjz6gHUomzbShmcyQZIQy9APc+CtuXCgiuPID3Pk3ZqYVtPVA4HDOSXLv8SLOlLbtLyu3tLyyupZfL2xsbm3vFHf3miqMJaENEvJQtj2sKGeCNjTTnLYjSXHgcdryRuep37qjUrFQ3OpxRN0ADwTzGcHaSL1iqdwNsB56XnIx6WWU6QQTMin86DcTk7Irdga0SJwZKcEM9V7xs9sPSRxQoQnHSnUcO9JugqVmhFPzdKxohMkID2jHUIEDqtwkW2aCykbpIz+U5giNMvX3jQQHSo0DzyTTCdW8l4r/eZ1Y+2duwkQUayrI9CM/5kiHKG0G9ZmkRPOxIZhIZmZFZIglJtr0VzAlOPMrL5JmteIcV6pXJ6Xa9fu0jjwcwCEcgQOnUINLqEMDCNzDIzzDi/VgPVmv1ts0mrNmFe7DH1gf33MbnIk=</latexit>

{ Head: , head:  } ?
<latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit>

P
<latexit sha1_base64="v8z3Be63Gm+vOJ/AEHf+Qq2HIPg="></latexit>

{ Head: , head:  } A
<latexit sha1_base64="8mptFAaszRUGK8FOId7VIbrp7ZE="></latexit>

P
<latexit sha1_base64="v8z3Be63Gm+vOJ/AEHf+Qq2HIPg="></latexit>

{ Head: , head:  }P ^ A
<latexit sha1_base64="bkZiA2QPWU/XRIiNsnnuQgIBz4M="></latexit>

P ^ A
<latexit sha1_base64="bkZiA2QPWU/XRIiNsnnuQgIBz4M="></latexit>

{ Head: , head:  } S
<latexit sha1_base64="sOAQAt1SvB7TMJP7IvXmYg3Jd70=">AAACGHicdVDLSsNAFJ3UV42vqks3g6XgqiZpwbqriCC4qWgf0IYwmU7aoZMHMxOhhIA/4cZfceNCEbfd+TdO+hAVPTBwOOcM997jRowKaRgfWm5peWV1Lb+ub2xube8UdvdaIow5Jk0cspB3XCQIowFpSioZ6UScIN9lpO2OzjO/fUe4oGFwK8cRsX00CKhHMZJKcgrHpZ6P5NB1k4vUmVIqE4Rxqi/0m1T/ypylTqFolA3TqFo1qMgUitROLdOoQHOuFMEcDacw6fVDHPskkJghIbqmEUk7QVxSzIgaEwsSITxCA9JVNEA+EXYyPSyFJaX0oRdy9QIJp+r3HwnyhRj7rkpmG4rfXib+5XVj6dXshAZRLEmAZ4O8mEEZwqwl2KecYMnGiiDMqdoV4iHiCEvVpa5KWFwK/yctq2xWytZ1tVi/up/VkQcH4BAcAROcgDq4BA3QBBg8gCfwAl61R+1Ze9PeZ9GcNq9wH/yANvkEaMGhEg==</latexit>

S
<latexit sha1_base64="sOAQAt1SvB7TMJP7IvXmYg3Jd70=">AAACGHicdVDLSsNAFJ3UV42vqks3g6XgqiZpwbqriCC4qWgf0IYwmU7aoZMHMxOhhIA/4cZfceNCEbfd+TdO+hAVPTBwOOcM997jRowKaRgfWm5peWV1Lb+ub2xube8UdvdaIow5Jk0cspB3XCQIowFpSioZ6UScIN9lpO2OzjO/fUe4oGFwK8cRsX00CKhHMZJKcgrHpZ6P5NB1k4vUmVIqE4Rxqi/0m1T/ypylTqFolA3TqFo1qMgUitROLdOoQHOuFMEcDacw6fVDHPskkJghIbqmEUk7QVxSzIgaEwsSITxCA9JVNEA+EXYyPSyFJaX0oRdy9QIJp+r3HwnyhRj7rkpmG4rfXib+5XVj6dXshAZRLEmAZ4O8mEEZwqwl2KecYMnGiiDMqdoV4iHiCEvVpa5KWFwK/yctq2xWytZ1tVi/up/VkQcH4BAcAROcgDq4BA3QBBg8gCfwAl61R+1Ze9PeZ9GcNq9wH/yANvkEaMGhEg==</latexit>

{ Head: , head:  } ?
<latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit>

S
<latexit sha1_base64="sOAQAt1SvB7TMJP7IvXmYg3Jd70=">AAACGHicdVDLSsNAFJ3UV42vqks3g6XgqiZpwbqriCC4qWgf0IYwmU7aoZMHMxOhhIA/4cZfceNCEbfd+TdO+hAVPTBwOOcM997jRowKaRgfWm5peWV1Lb+ub2xube8UdvdaIow5Jk0cspB3XCQIowFpSioZ6UScIN9lpO2OzjO/fUe4oGFwK8cRsX00CKhHMZJKcgrHpZ6P5NB1k4vUmVIqE4Rxqi/0m1T/ypylTqFolA3TqFo1qMgUitROLdOoQHOuFMEcDacw6fVDHPskkJghIbqmEUk7QVxSzIgaEwsSITxCA9JVNEA+EXYyPSyFJaX0oRdy9QIJp+r3HwnyhRj7rkpmG4rfXib+5XVj6dXshAZRLEmAZ4O8mEEZwqwl2KecYMnGiiDMqdoV4iHiCEvVpa5KWFwK/yctq2xWytZ1tVi/up/VkQcH4BAcAROcgDq4BA3QBBg8gCfwAl61R+1Ze9PeZ9GcNq9wH/yANvkEaMGhEg==</latexit>

atomic { 

@active Head 

assume(head == Head); 

} // end atomic 

// ... 

Node* next = head->next; 

Example

Type for head

s0 s1 s2

s3 s4 s5

F

F

F

F F R

R

R

protect(t, a)

protect(t, ⇤)

protect(t, a)

protect(t, ⇤)

F := free(t, a) _ free(⇤, a)

R := retire(t, a) _ retire(⇤, a)



S
<latexit sha1_base64="Zs71CY6EA1GtUT8xKv+dTQZV4gA=">AAACDHicbVDLSgMxFL1TX7W+qi7dBEvBVZmpgi4LIrisjz6gHUomzbShmcyQZIQy9APc+CtuXCgiuPID3Pk3ZqYVtPVA4HDOSXLv8SLOlLbtLyu3tLyyupZfL2xsbm3vFHf3miqMJaENEvJQtj2sKGeCNjTTnLYjSXHgcdryRuep37qjUrFQ3OpxRN0ADwTzGcHaSL1iqdwNsB56XnIx6WWU6QQTMin86DcTk7Irdga0SJwZKcEM9V7xs9sPSRxQoQnHSnUcO9JugqVmhFPzdKxohMkID2jHUIEDqtwkW2aCykbpIz+U5giNMvX3jQQHSo0DzyTTCdW8l4r/eZ1Y+2duwkQUayrI9CM/5kiHKG0G9ZmkRPOxIZhIZmZFZIglJtr0VzAlOPMrL5JmteIcV6pXJ6Xa9fu0jjwcwCEcgQOnUINLqEMDCNzDIzzDi/VgPVmv1ts0mrNmFe7DH1gf33MbnIk=</latexit>

{ Head: , head:  } ?
<latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit>

P
<latexit sha1_base64="v8z3Be63Gm+vOJ/AEHf+Qq2HIPg="></latexit>

{ Head: , head:  } A
<latexit sha1_base64="8mptFAaszRUGK8FOId7VIbrp7ZE="></latexit>

P
<latexit sha1_base64="v8z3Be63Gm+vOJ/AEHf+Qq2HIPg="></latexit>

{ Head: , head:  }P ^ A
<latexit sha1_base64="bkZiA2QPWU/XRIiNsnnuQgIBz4M="></latexit>

P ^ A
<latexit sha1_base64="bkZiA2QPWU/XRIiNsnnuQgIBz4M="></latexit>

{ Head: , head:  } S
<latexit sha1_base64="sOAQAt1SvB7TMJP7IvXmYg3Jd70=">AAACGHicdVDLSsNAFJ3UV42vqks3g6XgqiZpwbqriCC4qWgf0IYwmU7aoZMHMxOhhIA/4cZfceNCEbfd+TdO+hAVPTBwOOcM997jRowKaRgfWm5peWV1Lb+ub2xube8UdvdaIow5Jk0cspB3XCQIowFpSioZ6UScIN9lpO2OzjO/fUe4oGFwK8cRsX00CKhHMZJKcgrHpZ6P5NB1k4vUmVIqE4Rxqi/0m1T/ypylTqFolA3TqFo1qMgUitROLdOoQHOuFMEcDacw6fVDHPskkJghIbqmEUk7QVxSzIgaEwsSITxCA9JVNEA+EXYyPSyFJaX0oRdy9QIJp+r3HwnyhRj7rkpmG4rfXib+5XVj6dXshAZRLEmAZ4O8mEEZwqwl2KecYMnGiiDMqdoV4iHiCEvVpa5KWFwK/yctq2xWytZ1tVi/up/VkQcH4BAcAROcgDq4BA3QBBg8gCfwAl61R+1Ze9PeZ9GcNq9wH/yANvkEaMGhEg==</latexit>

S
<latexit sha1_base64="sOAQAt1SvB7TMJP7IvXmYg3Jd70=">AAACGHicdVDLSsNAFJ3UV42vqks3g6XgqiZpwbqriCC4qWgf0IYwmU7aoZMHMxOhhIA/4cZfceNCEbfd+TdO+hAVPTBwOOcM997jRowKaRgfWm5peWV1Lb+ub2xube8UdvdaIow5Jk0cspB3XCQIowFpSioZ6UScIN9lpO2OzjO/fUe4oGFwK8cRsX00CKhHMZJKcgrHpZ6P5NB1k4vUmVIqE4Rxqi/0m1T/ypylTqFolA3TqFo1qMgUitROLdOoQHOuFMEcDacw6fVDHPskkJghIbqmEUk7QVxSzIgaEwsSITxCA9JVNEA+EXYyPSyFJaX0oRdy9QIJp+r3HwnyhRj7rkpmG4rfXib+5XVj6dXshAZRLEmAZ4O8mEEZwqwl2KecYMnGiiDMqdoV4iHiCEvVpa5KWFwK/yctq2xWytZ1tVi/up/VkQcH4BAcAROcgDq4BA3QBBg8gCfwAl61R+1Ze9PeZ9GcNq9wH/yANvkEaMGhEg==</latexit>

{ Head: , head:  } ?
<latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit>

S
<latexit sha1_base64="sOAQAt1SvB7TMJP7IvXmYg3Jd70=">AAACGHicdVDLSsNAFJ3UV42vqks3g6XgqiZpwbqriCC4qWgf0IYwmU7aoZMHMxOhhIA/4cZfceNCEbfd+TdO+hAVPTBwOOcM997jRowKaRgfWm5peWV1Lb+ub2xube8UdvdaIow5Jk0cspB3XCQIowFpSioZ6UScIN9lpO2OzjO/fUe4oGFwK8cRsX00CKhHMZJKcgrHpZ6P5NB1k4vUmVIqE4Rxqi/0m1T/ypylTqFolA3TqFo1qMgUitROLdOoQHOuFMEcDacw6fVDHPskkJghIbqmEUk7QVxSzIgaEwsSITxCA9JVNEA+EXYyPSyFJaX0oRdy9QIJp+r3HwnyhRj7rkpmG4rfXib+5XVj6dXshAZRLEmAZ4O8mEEZwqwl2KecYMnGiiDMqdoV4iHiCEvVpa5KWFwK/yctq2xWytZ1tVi/up/VkQcH4BAcAROcgDq4BA3QBBg8gCfwAl61R+1Ze9PeZ9GcNq9wH/yANvkEaMGhEg==</latexit>

atomic { 

@active Head 

assume(head == Head); 

} // end atomic 

// ... 

Node* next = head->next; 

Example

Type for head

s0 s1 s2

s3 s4 s5

F

F

F

F F R

R

R

protect(t, a)

protect(t, ⇤)

protect(t, a)

protect(t, ⇤)

F := free(t, a) _ free(⇤, a)

R := retire(t, a) _ retire(⇤, a)



S
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{ Head: , head:  } ?
<latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit>

P
<latexit sha1_base64="v8z3Be63Gm+vOJ/AEHf+Qq2HIPg="></latexit>

{ Head: , head:  } A
<latexit sha1_base64="8mptFAaszRUGK8FOId7VIbrp7ZE="></latexit>

P
<latexit sha1_base64="v8z3Be63Gm+vOJ/AEHf+Qq2HIPg="></latexit>

{ Head: , head:  }P ^ A
<latexit sha1_base64="bkZiA2QPWU/XRIiNsnnuQgIBz4M="></latexit>

P ^ A
<latexit sha1_base64="bkZiA2QPWU/XRIiNsnnuQgIBz4M="></latexit>

{ Head: , head:  } S
<latexit sha1_base64="sOAQAt1SvB7TMJP7IvXmYg3Jd70=">AAACGHicdVDLSsNAFJ3UV42vqks3g6XgqiZpwbqriCC4qWgf0IYwmU7aoZMHMxOhhIA/4cZfceNCEbfd+TdO+hAVPTBwOOcM997jRowKaRgfWm5peWV1Lb+ub2xube8UdvdaIow5Jk0cspB3XCQIowFpSioZ6UScIN9lpO2OzjO/fUe4oGFwK8cRsX00CKhHMZJKcgrHpZ6P5NB1k4vUmVIqE4Rxqi/0m1T/ypylTqFolA3TqFo1qMgUitROLdOoQHOuFMEcDacw6fVDHPskkJghIbqmEUk7QVxSzIgaEwsSITxCA9JVNEA+EXYyPSyFJaX0oRdy9QIJp+r3HwnyhRj7rkpmG4rfXib+5XVj6dXshAZRLEmAZ4O8mEEZwqwl2KecYMnGiiDMqdoV4iHiCEvVpa5KWFwK/yctq2xWytZ1tVi/up/VkQcH4BAcAROcgDq4BA3QBBg8gCfwAl61R+1Ze9PeZ9GcNq9wH/yANvkEaMGhEg==</latexit>

S
<latexit sha1_base64="sOAQAt1SvB7TMJP7IvXmYg3Jd70=">AAACGHicdVDLSsNAFJ3UV42vqks3g6XgqiZpwbqriCC4qWgf0IYwmU7aoZMHMxOhhIA/4cZfceNCEbfd+TdO+hAVPTBwOOcM997jRowKaRgfWm5peWV1Lb+ub2xube8UdvdaIow5Jk0cspB3XCQIowFpSioZ6UScIN9lpO2OzjO/fUe4oGFwK8cRsX00CKhHMZJKcgrHpZ6P5NB1k4vUmVIqE4Rxqi/0m1T/ypylTqFolA3TqFo1qMgUitROLdOoQHOuFMEcDacw6fVDHPskkJghIbqmEUk7QVxSzIgaEwsSITxCA9JVNEA+EXYyPSyFJaX0oRdy9QIJp+r3HwnyhRj7rkpmG4rfXib+5XVj6dXshAZRLEmAZ4O8mEEZwqwl2KecYMnGiiDMqdoV4iHiCEvVpa5KWFwK/yctq2xWytZ1tVi/up/VkQcH4BAcAROcgDq4BA3QBBg8gCfwAl61R+1Ze9PeZ9GcNq9wH/yANvkEaMGhEg==</latexit>

{ Head: , head:  } ?
<latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit>

S
<latexit sha1_base64="sOAQAt1SvB7TMJP7IvXmYg3Jd70=">AAACGHicdVDLSsNAFJ3UV42vqks3g6XgqiZpwbqriCC4qWgf0IYwmU7aoZMHMxOhhIA/4cZfceNCEbfd+TdO+hAVPTBwOOcM997jRowKaRgfWm5peWV1Lb+ub2xube8UdvdaIow5Jk0cspB3XCQIowFpSioZ6UScIN9lpO2OzjO/fUe4oGFwK8cRsX00CKhHMZJKcgrHpZ6P5NB1k4vUmVIqE4Rxqi/0m1T/ypylTqFolA3TqFo1qMgUitROLdOoQHOuFMEcDacw6fVDHPskkJghIbqmEUk7QVxSzIgaEwsSITxCA9JVNEA+EXYyPSyFJaX0oRdy9QIJp+r3HwnyhRj7rkpmG4rfXib+5XVj6dXshAZRLEmAZ4O8mEEZwqwl2KecYMnGiiDMqdoV4iHiCEvVpa5KWFwK/yctq2xWytZ1tVi/up/VkQcH4BAcAROcgDq4BA3QBBg8gCfwAl61R+1Ze9PeZ9GcNq9wH/yANvkEaMGhEg==</latexit>

{ Head: , head: , next:  }?
<latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit>

S
<latexit sha1_base64="sOAQAt1SvB7TMJP7IvXmYg3Jd70=">AAACGHicdVDLSsNAFJ3UV42vqks3g6XgqiZpwbqriCC4qWgf0IYwmU7aoZMHMxOhhIA/4cZfceNCEbfd+TdO+hAVPTBwOOcM997jRowKaRgfWm5peWV1Lb+ub2xube8UdvdaIow5Jk0cspB3XCQIowFpSioZ6UScIN9lpO2OzjO/fUe4oGFwK8cRsX00CKhHMZJKcgrHpZ6P5NB1k4vUmVIqE4Rxqi/0m1T/ypylTqFolA3TqFo1qMgUitROLdOoQHOuFMEcDacw6fVDHPskkJghIbqmEUk7QVxSzIgaEwsSITxCA9JVNEA+EXYyPSyFJaX0oRdy9QIJp+r3HwnyhRj7rkpmG4rfXib+5XVj6dXshAZRLEmAZ4O8mEEZwqwl2KecYMnGiiDMqdoV4iHiCEvVpa5KWFwK/yctq2xWytZ1tVi/up/VkQcH4BAcAROcgDq4BA3QBBg8gCfwAl61R+1Ze9PeZ9GcNq9wH/yANvkEaMGhEg==</latexit>

?
<latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit><latexit sha1_base64="myK57izRV8qCWxJxr+er2tgvBhw="></latexit>

atomic { 

@active Head 

assume(head == Head); 

} // end atomic 

// ... 

Node* next = head->next; 

Example

Type for head

s0 s1 s2

s3 s4 s5

F

F

F

F F R

R

R

protect(t, a)

protect(t, ⇤)

protect(t, a)

protect(t, ⇤)

F := free(t, a) _ free(⇤, a)

R := retire(t, a) _ retire(⇤, a)



Experiments

Data Structure with HP Types Annot. Lin.

Treiber's stack 0.7s 12s 1s

Michael&Scott's queue 0.6s 11s 4s

DGLM queue 0.6s 1s 5s

Vechev&Yahav's 2CAS set 1.2s 13s 98s

Vechev&Yahav's CAS set 1.2s 3.5h 42m

ORVYY set 1.2s 3.2h 47m

Michael's set 1.2s 90s t/o
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3
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3
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3
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3
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3
3

3
3

3
3

7 *
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* imprecision in the back-end verifier
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Final Approach

P
<latexit sha1_base64="1P2bSn32bWeovB1cyLOtYFhQCV8="></latexit>

A
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S
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Types:

SMR



Final Approach

P
<latexit sha1_base64="1P2bSn32bWeovB1cyLOtYFhQCV8="></latexit>

A
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S
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Types:
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<latexit sha1_base64="1P2bSn32bWeovB1cyLOtYFhQCV8="></latexit>

A
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